HUNTINGDONSHIRE DISTRICT COUNCIL

Internal Audit Progress Report
Corporate Governance Committee — 25 March 2025

This report is solely for the use of the persons to whom it is addressed.
To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party.
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KEY MESSAGES

The internal audit plan for 2024/25 was approved by the Corporate Governance Committee (CGC) on 29 May 2024. This report provides an
update on progress against that plan and summarises the results of the work completed by the in-house internal audit team to date.

RSM have been appointed in an interim capacity from January 2025 to assist the in-house team in the production of a 2025/26 internal audit plan, the provision of
management, support and oversight of the in-house team and to prepare an annual report for 2024/25.

Since the last CGC meeting in January 2025, we have finalised the following internal audit reports:

These are:

e Code of Procurement (Limited Assurance)

e Green Bin Implementation — Transfer to BAU Operations (Reasonable Assurance)
o Key Financial Controls (Limited Assurance)
e One Leisure, Poor Operation Records (Limited Assurance) [to note]

A summary of the outcome of these reviews, are included in this report at Section 1.1 below

The following report is currently at draft report stage:

e Commercial Estates Rent Review Processes and Invoicing.

This report has been discussed with Officers and needs further discussion at CLT ahead of being finalised. This will be presented in final at the
next meeting. [to note]

Details of the progress made against the 2024/25 internal audit plan are included at Appendix A. [To note]

We have completed the annual planning process for the 2025/26 internal audit plan and there is a separate paper on this item is on the agenda
today. [To note]
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1. FINAL REPORTS

1.1 Summary of the key issues arising from the final reports being presented to this Committee

This section summarises the reports that have been finalised since the last meeting.

Assignment Opinion issued Actions agreed

M
Code of Procurement
The main issues identified from the audit are as follows:
e Code of procurement and procurement procedures require review and updating in line
with the new procurement act.
e Limited awareness of Code of procurement requirements and a lack of adequate
interaction between the service teams and the procurement lead during the procurement
and contract award process.
e Gaps in completeness of the internal contracts register.
e Sample checks are not periodically performed on purchases to check that sufficient 0 3 4
written quotes have been obtained. We noted management plans to ensure all waivers Limited Assurance
and contracts let without sufficient quotes to be flagged as non-compliant for the attention
of the Procurement Board.
e No centralised, periodic check by procurement team to review how contracts are
managed post award.
e Formal PO approval, invitation to tender and contract award hierarchy document not
evident.
o Procurement team is understaffed resulting in several key control activities not being
performed.
Green Bin Implementation — Transfer to BAU Operations

The main issues identified from the audit were as follows:
e There are no process notes to cover the green bin subscription fee process from start to
finish. 0 3 0
e There are no identified risks recorded on the risk register.
e Management we unable to locate all contracts in the contracts register.
e The Operations team are unaware of backup plan should the there be a break in the
technology.
e Some specific examples of good practice we identified
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Assignment Opinion issued Actions agreed

M

Key Financial Controls
The main issues identified from the audit are as follows:
e Accounts Receivable is not balancing, with discrepancies fluctuating between £54,000 to
£86,000 each month. This is a known and ongoing issue.
e A significant portion of aged debt continues to increase, with debt over 90 days rising from
£2.86m in April to £3.71m in August. This indicates that older debts are not being Limited Assurance 4 7
effectively managed or collected.
e The approval process for journals over £850k occurs at month-end after the journals have
already been posted, allowing unapproved high-value journals to impact financial records
before they are formally reviewed.

One Leisure Pool Operation Records

Of 42 actions relating to pool and plant room health and safety, 25 were reported as
implemented, 12 were reported as part-implemented and 2 were not implemented. 3 actions
had no status update.

e 8 actions were selected from the high priority actions included within the 2023/2024 health
and safety audits which related to pool and plant room health and safety providing 27%
coverage. Of the 8:

e 4 actions were reported on the action plan as ‘complete’, however evidence of completion
could not be provided for 2 actions.

e 3 actions were reported as ‘in progress’ however 2 were verified as complete. 1 action
remains underway despite an original due date for completion of 15/1/24. Limited Assurance 0 2

e 1 action had no status update however this was confirmed ‘complete’. The 2024/25 follow
up health and safety audits reported the same findings for the 8 actions.

Whilst the 2024/25 follow up health and safety audits reported an overall improvement in
scores across the One Leisure sites, 289 actions were recommended, of which 31 were rated
major risk and 156 were rated high risk.

There has been limited oversight and reporting over the implementation of the action plan,
creating the risk that failures to address identified health and safety weaknesses are not
promptly identified, escalated and remediated. During the audit, we were advised that the
Business and Compliance Support Manager, who coordinated the action plan, is currently on
secondment and there are no plans to fill this role.
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APPENDIX A: PROGRESS AGAINST THE INTERNAL AUDIT PLAN 2024/25

Reviews shown in bold below have been finalised since the last CGC meeting.

No. Assignment Status / Opinion issued / Start date Actions agreed Original and Target Actual CGC meeting

CGC for final report

Red Amber Green

Risk Management, implementation of strategy &

Deferral to 2025/26 *

#1 follow up of previous actions . .
# Minor works follow up - now Medium Term Civils Final Report (No opinion) — Follow Up July 2024 July 2024
Contract procurement Assignment
#3  Budget Management; financial sustainability Final Report - July 2024 July 2024
#4  Corp Gov Scheme of Delegations Deferral to 2025/26 * - -
#5 Partnership Working Deferral to 2025/26 * B -
#6 Development Management Replaced and remgl\;end from the 2024/25 - -
#7 Home Improvement Agency Deferral to 2025/26 * - -
#8  Operations Vehicle Maintenance Processes Final Report — July 2024 July 2024
#9 All Services, Contract Management Deferral to 2025/26 * - -
#10  Data Quality Standard Compliance Deferral to 2025/26 * B B
#11  One Leisure, Pool Operation Records Final Report — Limited Assurance March 2025 March 2025
#12 Review of Asset Management Records, HDC Replaced and removed from the 2024/25 : -
properties plan
#13 Review of Commercial Estates rent review Draft Report — Discussion on findings March 2025 June 2025
processes and invoicing required at CLT ahead of finalisation
i R in i n/a n/a
#14  DEG Grant Verification Final Report - No opinion as Grant Review
(no report available)
#15 Green Bin Implementation and transfer to BAU  Final Report — March 2025 March 2025
operations
#16 Green Credentials on projects already Audit removed from the plan March 2025 -

implemented
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Assignment Status / Opinion issued / Start date Actions agreed Original and Target Actual CGC meeting

CGC for final report
Red Amber  Green

#17  Code of Procurement Final Report — Limited Assurance 4 3 0 March 2025 March 2025
#18  Facilities Management and ICT Not commenced ** B B
#19  Key Financial Controls Final Report — Limited Assurance 2 4 7 March 2025 March 2025
#20  Critical Application Security Not commenced ** B B
#21  Follow ups, previous ICT actions Not commenced ** B -
#22 | mmutable Back ups Not commenced ** B -
#23 |T Governance and Strategy Not commenced ** B -
#24  Home and Hybrid Working Fieldwork in progress June 2025 -
#25  Committee Governance Structure Fieldwork in progress June 2025 -
#26  Follow Up Fieldwork in progress June 2025 -
#27  Cyber Essentials Readiness Fieldwork in progress June 2025 -

* These reviews have been deferred by the previous Internal Audit Manager (Head of Internal Audit) prior to RSM commencing our role. We understand that these changes
have not been reported through to the CGC for information or approval.

** These IT reviews have not been completed during this financial year. RSM has been informed that historically IT reviews were completed by an outsourced provider,
however for the current financial year they have not been delivered.
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APPENDIX B: OTHER MATTERS

Detailed below are the changes to the 2024/25 internal audit plan since the previous meeting of the CGC in January 2025:

Note Auditable area Reason for change

1 Home and Hybrid Working Adivsory Review The CEO and Section 151 Officer requested we complete this review as it would add more value than the
(replaces the Development Management) audit contained within the original 2024/25 IA plan.

> Committee Governance Structure (repalces Asset The CEO and Section 151 Officer requested we complete this review as it would add more value than the
Management Records, HDC properties) audit contained within the original 2024/25 IA plan.

Detailed below are the changes to the 2024/25 internal audit plan reported to the previous meeting of the CGC in January 2025:

Note Auditable area Reason for change

Audits deferred from 2024/25 plan: RSM has been informed that six audits from 2024/25 have been (informally) deferred by the previous

«  Risk Management, implementation of strategy & internal audit manager during the current financial year

follow up of previous actions Of these six reviews, four had previously been deferred from the 2023/24 internal audit plan.

1 e Corp Gov Scheme of Delegations

e All Services, Contract Management

e Partnership Working

e All Services, Contract Management

e Data Quality Standard Compliance

Audits not commisioned from external Five IT reviews previously planned have not yet been delivered during 2024/25. Historically HDC

specialists from 2024/25 plan: commissioned these reviews externally.

e Facilities Management and ICT RSM is currently in discussions with the Section 151 Officer with regards to provision of a technology risk
2 e Critical Application Security assignment for the 2024/25 internal audit plan.

e Follow Ups, previous ICT actions

e Immutable Backups

e |T Governance and Strategy

Additional Audits to be delivered in Q4 2024/25: RSM have agreed with the Section 151 Officer to undertake two reviews in Q4 of 2024/25 to provide some

. assurance around the key IT / Cyber controls in place at the Council and to undertake an independent

3 * ITKey Control / beer Es.sen’uals review of previously agreed management actions / recommendations and provide some assurance that

¢ Follow Up of previous actions / these issues and risks identified are being mitigated.

recommendations
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Compliance with Public Sector Internal Audit Standards (PSIAS)
Previously reported to the January 2025 CGC meeting:

Each Local Authority (and the internal audit team) is required to comply with the PSIAS. Under the standards, internal audit services are required to have an external quality
assessment (EQA) every five years. We understand from our enquiries and review of previous CGC papers that two different self-assessments were undertaken by previous
in-house Heads of Internal Audit, and that the Local Government Association (LGA) also undertook a peer review of governance processes in 2023/24, assessed against
CIPFA’s “Unlocking Internal Audit Potential” report, to provide insight into the effectiveness of the Council’s arrangements’, including an independent review of the internal
audit service. However, from our enquiries we do not believe that a formal EQA has been commissioned for at least seven years. The peer review was reported to the CGC
in July 2024 and highlighted some important areas that have historically come under the responsibility of Internal Audit but should be considered for separation in order that
Internal Audit is able to independently review and report (for example, Whistleblowing, AGS)).

We understand that the Council commissioned an independent EQA readiness review in 2024/25 (final report issued in August 2024). This identified a number of significant
gaps with EQA readiness in key areas, raising four high and two medium actions. It also concluded that these improvement areas needed to be addressed in preparation for
an EQA. We have been advised that a number of these actions and improvement areas remain outstanding.

We have already concluded, based on the EQA readiness assessment report produced by BDO and the gaps identified that the team have not fully met the Public Sector
Internal Audit Standards (PSIAS) in 2024/25 (for example we are not aware that any of the 4 high and 2 medium recommendations have been implemented).

We have already flagged a clarification point we need to discuss and resolve with the S151 Officer in relation to compliance with the PSIAS in 2025/26 (and new Global
Internal Audit Standards — effective 1 January 2025). RSM audits will be fully compliant with the new standards, but we need to hold further discussions in relation to the work
delivered by the in-house team, and how to ensure compliance with the standards in 2025/26.

Please note that in relation to work delivered by RSM:

The RSM UK Risk Assurance service line commissioned an external independent review of our internal audit services in 2021, to provide assurance as to whether our
approach continues to meet the requirements. The external review concluded that RSM ‘generally conforms* to the requirements of the IIA Standards’ and that ‘RSM IA also
generally conforms with the other Professional Standards and the IIA Code of Ethics. There were no instances of non-conformance with any of the Professional Standards’.

* The rating of ‘generally conforms’ is the highest rating that can be achieved, in line with the IIA’s EQA assessment model.
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Annual Report 2024/25
Previously reported to the January 2025 CGC meeting:

We understand from reviewing the previous three financial years annual reports that ‘Limitations of Scope’ have been applied to the Head of Internal Audit opinions and the
annual reports. Some of these limitations of scope have been due to resourcing (ie a lack of resource to undertake enough work to provide an opinion on risk management
and governance).

The above prior year limitation of scopes, combined with the limited amount of work delivered to date in relation to the 2024/25 internal audit plan, the number of reviews
deferred to 2025/26 (some of which were deferred from 2023/24) and the likely non-compliance during 2024/25 with PSIAS has resulted in our advice to the S151 Officer and
wider Executive Team that we will issue a limitation of scope position statement within the 2024/25 annual report across Risk Management, Governance and Internal Control.

We have developed a risk-based plan of work for 2025/26 that will commence in April 2025. It is submitted for approval by the committee at the March 2025 meeting.
Information and briefings
RSM has appended the following client briefings as information for members and officers:

e Emerging Risk Radar — Spring 2025

e Global Internal Audit Standards — January 2025 briefing

e Failure to Prevent Fraud Briefing
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FOR FURTHER INFORMATION CONTACT

Dan Harris, Partner and Acting Head of , Alastair Foster, Managing Consultant

Intenal Audit Email: Alastair.Foster@rsmuk.com

Telephone: 01908 687800

Email: Daniel.Harris@rsmuk.com
Telephone: 07792 948767

rsmuk.com

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all
the weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact. This report, or our
work, should not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility
for a sound system of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may

exist. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should there be any.

Our report is prepared solely for the confidential use of Huntingdonshire District Council, and solely for the purposes set out herein. This report should not therefore
be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk Assurance Services LLP for any purpose or in
any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent
permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for
any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written
terms), without our prior written consent.

We have no responsibility to update this report for events and circumstances occurring after the date of this report.

RSM UK Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon Street, London
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Emerging Risk Radar

Emerging risk considerations

Spring 2025




Emerging Risk Radar — Spring 2025

Given your strategic objectives, what do you see as the emerging events or threats OB VERS] L U /IR e

that Id im t on your business, either negatively or positively, and that you from board members across all
at cotl pac y ’ 9 yorp Y. y industries/sectors as well as drawing on
believe should be watched?

our current emerging risk knowledge.

Key emerging risks in summary The top 3 most prevalent emerging risks:

There are 24 emerging risks identified, an increase of 6 since the last

publication. New emerging risks in the form of increasing levels of

regulation, technology resilience, access to markets, technology

fraud, shifts in business culture and potential for an epidemic —

impacting both private, public and not for profit sectors. In addition, Geo-political change and instability, including potential for trade

there have been updates in previous emerging risks. wars, fall-out from and expansion of armed conflicts and the
impact on businesses and society.

Change in government priorities resulting in new or changes to
laws, policies, regulations affecting businesses.

5 emerging risks identified as more prevalent (4 less since the last

emerging risk radar publication), with geo-political instability, change Cyber-attacks increasing in frequency and complexity.
in government priorities, cyber attacks, continued economic slow Unable to sufficiently invest in defence — attacks more
down and financial planning uncertainties. No change in these disabling, coupled with loss of data in serious targeted
emerging risks since the previous emerging risk publication. attacks.

Emerging Risk Radar | 2




RSM

Emerging risk — why and what?

Why?

The board should establish and keep under review the risk
and internal control framework and determine the nature and
extent of the emerging and principal risks it is willing to take to

An emerging risk might be defined as:

“a new or unforeseen level of uncertainty driven by external
events — the risk may still be forming, and it may not be clear
as to the implications for the business, be these negative or
positive.”

Emerging Risk Radar | 3

To be watchful of these emerging risks and how they might
play through is an important element of preparedness and
the business management of risk.

We have framed the emerging risks as:

= Most prevalent: risk themes that were more regularly
identified in responses and discussions;

= Keep monitoring: to represent the risk themes that had a
moderate prevalence in responses and discussions;

=  Worth watching: those emerging risk themes that were
less prevalent.

These risk themes are constantly evolving and shifting, so
are all worthy of consideration.
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Emerging Risk Considerations

What do you see How far will these How far will these How far will they How will you
as the emerging emerging risks emerging risks change the way respond?
risks? affect your play through into you currently
business? your existing manage your
strategic risks? strategic risks?

How will you
continue to review
the emerging
risks?

Emerging Risk Radar | 4




RSM

Consistent 3 pjrection of travel since

Emerging areas of risk — Spring 2025 e 4 provious emergingrisk

Decreasing % radar publication.

Most prevalent

¥4 Change in government priorities resulting in new or changes to laws, policies, regulations affecting businesses.

Geo-political change and instability, including potential for trade wars, fall-out from and expansion of armed conflicts and the impact on businesses
and society.

2.2

Cyber-attacks increasing in frequency and complexity. Unable to sufficiently invest in defence — attacks more disruptive and disabling, coupled with
loss / theft of data in serious targeted attacks.

4.1

W Continued economic slow-down. Reduced spending by consumers and reduced / changes in spending by Government.

[(® M Shifts in employee costs, energy costs etc. Creating financial pressure, forecasting and planning uncertainties

v VIViVv Vv
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RSM
Emerging areas of risk — Spring 2025 orovious amenging T

radar publication.

Keep monitoring

yB88 NEW: Increasing level of regulation, compliance and inspection. e.g. Economic Crime and Corporate Transparency Act etc.

3.1 Ability to effectively engage with and leverage off the sustainability agenda, including ability to meet green agenda targets (coupled with potential
. for Green Washing).

3.2 Increasing weather pattern shifts / extreme weather impacting the UK (and globally) — storms, floods, temperature changes impacting supply
. chains, productivity and continuity / recovery of operations.

4.2 Digital transformation including impact of artificial intelligence on business — capacity, capabilities and funding available to understand, keep-up
. with, explore and develop digital.

Il NEW: Operational resilience of technology e.g. power outage, IT infrastructure age, sabotage etc

Reduced investment in research and development - businesses take a short-term approach and focus on business as usual (reducing agility and
innovation) due to macro-economic conditions including geo-political challenges.

5.2

71 Shortages in skills and experience — reduced investment in staff development / apprenticeships, temporary contracts more frequent, reduced pool
: of skilled / experienced staff available with movement between employers.

(WA Supply chain resilience across all ranges of goods and services.

6.3 Access to and availability of finance and funding — impacting both private, public and not for profit sectors, including cost of finance, funding
: changes - including funding and grants provided by Government.

Ywviwvw € < i vt

8.2 Developing the board member capacity and capability - fitness for future, including availability of non-executives for appointment and holding
: modern world insights.
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RSM

Direction of travel since

Emerging areas of risk — Spring 2025

radar publication.

Worth watching

(4| Availability and effectiveness of public services are reduced due to under investment, lack of resources and increased demand from the public.

1.2 Increasing awareness of mental health and physical well-being issues impacting individuals stemming from post pandemic fall-out, increasing
: poverty etc. Impacting on public services and employers (as well as having potential duty of care implications).

(%] Societal tensions stemming from, by example, racial, ethnicity, diversity, wealth, age, and cultural extremes.

1.4 Access to affordable housing, homelessness and poor housing conditions. e.g. damp and mould hazards. Access to affordable housing and the
: impact on individuals, families, society more widely and business in the form of access to / availability of staff.

v ivVvivVv

(<1 NEW: Epidemic / further pandemic impacting public health / productivity. New
LI NEW: Access to markets - global trade embargos, restrictions, tariffs and competition. New
(.88 NEW: Increasing levels of fraudulent activity making use of technology as a tool for doing so. New
8.1 Tick box governance — lip service to standards / codes, lack of transparency in decision making, conflicts of interest justified, and loss of

. accountability creating a loss of trust. v
I NEW: Shifts in business culture due to external influence and attitudes. New
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I I
Emerging Risk Radar RSM
Spring 2025
~~~~~~~~~~~~~~~~~~~~~~~~~~ R

1.1~ Availability and effectiveness of public services are reduced. N __-~"2.1 - Change in government priorities resulting in new or changes to laws,
1.2 — Increasing awareness of mental health and physical well-being issues. - e policies, regulations affecting businesses.
1.3 — Societal tensions stemming from, by example, racial, ethnicity, diversity, \\\\ //’/ 2.2 — Geo-political change and instability, including potential for trade

wealth, age, and cultural extremes. wars, fall-out from and expansion of armed conflicts and the influence on

1.4 — Access to affordable housing, homelessness and poor housing conditions. society and business.

1.5 — Epidemic / further pandemic impacting public health / productivity. 2.3 — Increasing level of regulation, compliance and inspection.

GoOVerNaNCe i Ry Bl @ Uittt il Environmental

8.1 — Tick box governance — lip service to standards /
codes, lack of transparency in decision making, conflicts
of interest justified, and loss of accountability.

3.1 — Ability to effectively engage with and leverage off
the sustainability agenda.
3.2 — Increasing weather pattern shifts / extreme

weather impacting businesses and supply chain
(nationally and globally).

8.2 — Developing the board capacity and capability —
fitness for future.

Most:
8.3 — Shifts in business culture due to external influence prevalen\t\\
and attitudes. N

Economic and Financial o B s Technological
4.1 — Cyber-attacks increasing in frequency and

complexity.

6.1 — Shifts in employee costs, energy costs etc.

6.2 — Supply chain resilience across all ranges of goods
and services. 4.2 — Digital transformation including Impact of artificial
intelligence on business — capacity, capabilities and
funding available to understand, keep-up with, explore and

develop digital.

6.3 — Access to and availability of finance and funding
including cost of finance and funding changes.

6.4 — Increasing levels of fraudulent activity making use . .
) 4.3 — Operational resilience of technology e.g. power
of technology as a tool for doing so.

outage, IT infrastructure age, sabotage etc.
People Resources gttt .

7.1 — Shortages in skills and experience — reduced investment in staff 5.1 — Continued economic slow-down. Reduced spending by
. . . consumers and reduced / changes in spending by Government.

development / apprenticeships, temporary contracts more frequent,

reduced pool of skilled / experienced staff available with movement 5.2 — Reduced investment in research and development due to

between employers. macro-economic conditions.

Emerging Risk Radar | 8
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I I
Previous Emerging Risk Radar RSM
Summer 2024

Societal and Community i ~_ T Political, Policy and Regulation

1.1 — Availability and effectiveness of public services are reduced. \\\\ 7 2.1 — Change in government priorities resulting in new or
1.2 — Increasing awareness of mental health and physical well-being issues. \‘\\ /,// changes to laws, policies, regulations affecting businesses.
1.3 — Societal tensions stemming from, by example, racial, ethnicity, diversity, T~ T 2.2 — Geo-political instability, including fall-out from and

wealth, age, and cultural extremes. expansion of conflicts and the influence on society.

1.4 — Homelessness and poor housing conditions.

GOVEINaNCE i ity I Environmental

8.1 — Tick box governance. Lack of transparency in 3.1 — Ability to effectively engage and leverage off the
decision making, conflicts of interest justified, and loss sustainability agenda.

of accountability and trust. 3.2 — Increasing weather pattern shifts / extreme

8.2 — Maintaining board member capacity and weather impacting the UK (and globally).

capability — fitness for future.

A
Most *\
prevalent \\

Economic and Financial gauibtbbtbbbbrliilliy = SEECELCELLELLES SEEREREmmmEEEE b Technological

6.1 — Shifts in inflation, interest rates, salaries and 4.1 — Cyber-attacks increasing in frequency and
wages, energy costs. complexity.

6.2 — Availability of supplies leading to increased costs
across all ranges of materials.

4.2 — Impact of artificial intelligence both positive
and negative implications.

6.3 — Access to and availability of finance and funding
including cost of finance and funding changes

People Resources ghabtbbbiiiiinbbibiei iR e Commercial

7.1 — Shortages in skills and experience — reduced investment in 5.1 — Continued economic slow-down. Reduced spending by
staff development, temporary contracts more frequent, reduced consumers and reduced / changes in spending by Government.
pool of skilled staff with movement between employers and

! ; . 5.2 — Reduced investment in research and development due to
increasing lack of commitment to longer term career.

macro-economic conditions.
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Further insights

InsightdGRC ™ _ 4risk: https://youtu.be/12NyJhSNK30
RSM’s Governance, Risk

Management and Compliance 4action: https://youtu.be/xEuFSwzbzvw
4policies: https://youtu.be/ufXYt1juwhA
4questionnaires: https://youtu.be/NW17EoRJsjs
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Contact

Matt Humphrey

Risk & Governance Consulting Partner
Matthew.Humphrey@rsmuk.com

If you would like to participate in the next emerging risk radar survey, please contact matthew.humphrey@rsmuk.com

Note re contents of the emerging risk radar:

> This is not subject to any form of validation. RSM cannot guarantee the completeness, accuracy or validity of the contents.

» The content is based on the views of board members and others with whom RSM have interacted as part of this process with the information
gathered being collated, interpreted and summarised by RSM.

> The views are not necessarily representative of all sectors.

> There is no relationship of any kind created between RSM and the recipient / user of the emerging risk radar publication. The publication is for
purposes of reference, compare, contrast and discussion as required by the recipient / user.
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Application Note
Global Internal Audit

Standards in the UK Public
Sector

January 2025
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Global Internal Audit Standards in the UK Public Sector RS

The Application Note ‘Global Internal Audit Standards in the UK Public Sector’ is being adopted by the Relevant Internal Audit
Standard Setters (RIASS) from 1 April 2025. It follows a period of consultation, and on the advice of the UK Public Sector
Internal Audit Standards Advisory Board (IASAB), the Application Note should be applied in conjunction with the Global
Internal Audit Standards published by the Institute of Internal Auditors. It includes key requirements and interpretations that
are crucial for implementing the Standards within the practice of internal audit in the UK public sector.

Overview of the Standards

The RIASS have determined the Global Internal Audit Standards are ‘a suitable basis
for the practice of internal auditing’, subject to interpretations and requirements. Whilst
the section on ‘Applying the Global Internal Audit Standards in the Public sector’ is
welcome, the Application Note provides UK public sector specific context and additional
requirements.

We have published several client briefings on the Global Internal Audit
Standards and the requirements.

= Qverview of the Global Internal Audit Standards.

Internal auditors must adhere to the requirements of the Global Internal Audit Standards
and the International Professional Practices Framework. Throughout 2024, internal audit
providers have been transitioning to the Standards, which became effective on 9
January 2025. The current Public Sector Internal Audit Standards have been in place
since 2017. From 1 April 2025, auditors in the public sector must adhere to the
Application Note, in addition to the requirements of the Global Internal Audit Standards.

= Quality Assurance and Improvement Programme.
= Key Stakeholder Requirements in Domain III.
= Assessing Readiness and Action Plans.

The IASAB will periodically review the Application Note. This includes consideration of Please get in touch with your usual RSM contact to request a copy.

any Topical Requirements that are relevant to the public sector.
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RSM

Global Internal Audit Standards in the UK Public Sector

Key interpretations and requirements

The Application Note includes several requirements and interpretations in the context
of the UK public sector, summarised as follows.

Alongside the requirements in the Global Internal Audit Standards in Domain Il:
Ethics and Professionalism, internal auditors must apply the Seven Principles of
Public Life (the ‘Nolan Principles’).

Auditors in the UK public sector need to understand when they are required to
share or publish information. They should be familiar with their organisation’s
policies and procedures for publishing certain information, as well as any statutory
obligations to do so.

In meeting the requirements of Standard 9.1 Understanding Governance, Risk
Management and Control Processes and Standard 13.4 Evaluation Criteria,
auditors must recognise the importance of value for money.

With the legal and regulatory structures across the public sector, where the chief
audit executive is unable to co-ordinate with other assurance providers, the barriers
must be set out to the board.

Where a board does not have authority over budgets, this can hinder the chief audit
executive’s ability to seek additional funding due to other organisational priorities.
To comply with Standard 8.2 Resources, the chief audit executive should develop a
resource strategy that proposes practical solutions for the board’s consideration.

Where the chief audit executive is unable to develop a strategy to obtain sufficient
resource to address shortfalls, there is no expectation to comply with Standards
10.1 to 10.3, Principle 10 Manage Resources. The chief audit executive must
inform the board of the effect of insufficient resources and highlight any options to
mitigate the impact. If internal audit’s ability to fulfil its mandate is at risk, the board
must also be informed.

The chief audit executive must provide an overall conclusion on governance, risk
management and control annually, with the conclusion informing internal audit
planning in alignment with Standard 9.4.

The results of internal quality assessments are to be reported annually and include
any action plans to address non-conformance.

The chief audit executive is to be qualified, holding a professional qualification such
as CMIIA, CCAB or other equivalent qualification that includes training on the
practice of internal audit. They should also have suitable experience.

At least one individual within the external quality assessment (EQA) team should
hold the skills and qualifications as that required of the chief audit executive. An
EQA assessor is expected to understand the Global Internal Audit Standards in line
with an individual with the Certified Internal Auditor designation, including how the
standards are applied to the UK public sector.

Domain Il Governing the Internal Audit Function sets out important ‘essential
conditions’ for the board and senior management. When implemented they enable
the internal audit function to be effective and fulfil its purpose. Given the unique
governance and organisational structures in the public sector, internal audit
functions may need to adapt some standards to achieve the same outcomes.
These alternatives must be approved by the board or audit committee and, if
permanent, must be explained in the Charter.
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Our internal audit services

In transitioning to the Global Internal Audit Standards, during 2024 we have updated
our manuals, reports, charter and mandate, and trained our people. This ensured our
preparedness and conformance with the new standards.

As a leading provider of internal audit services to the public sector we have carefully
considered the requirements of the Application Note Global Internal Audit Standards in
the UK Public Sector. With the Public Sector Internal Audit Standards being replaced,
our charter and reports will be updated, applicable from 1 April 2025.

Having reviewed the interpretations and requirements, our internal audit services align
with the intent of the Global Internal Audit Standards in the UK Public Sector.

Our last EQA concluded that RSM ‘generally conforms to the requirements of the 1A
Standards’ and that ‘RSM IA also generally conforms with the other Professional
Standards and the IIA Code of Ethics. There were no instances of non-conformance
with any of the Professional Standards’. The rating of ‘generally conforms’ is the
highest rating that can be achieved, in line with the IIA’s EQA assessment model. Our
next EQA is due to take place in 2026 and will reflect the requirements of the Global
Internal Audit Standards in the UK Public Sector.

Further information

Access the Application Note Global Internal Audit Standards in the UK Public
Sector at: https://www.iasab.org/standards

Access the Global Internal Audit Standards at:
https://www.theiia.org/en/standards/2024-standards/global-internal-audit-standards/

Should you have any questions regarding the Global Internal Audit Standards in the
UK Public Sector, what it might mean for you, or our adherence to the Standards,
please get in touch via your usual RSM contact.

Page 28 of 31 4



THE POWER OF BEING UNDERSTOOD
AUDIT | TAX | CONSULTING
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